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1 . (Currently amended) A computerized method for creating an instrumented 
executable file, the method comprising: 

modifying an executable file to invoke a user-supplied function in place of an 
original function, the user-supplied function enablin g iniocting a fault siTnulation code to control 
execution of iete the original fimction oxooutablc file ; and 

retaining access information of the original fimction, the access information 
enabling the user-supplied function to invoke the original function. 

2. (Original) The computerized metliod for creating an instrumented executable 
file as in claim 1, wherein the user-supplied function is modified to invoke the original fimction 
using the retained access information of the original function. 

3. (Previously presented) The computerized method for creating an 
instrumented executable file as in claim 1, wherein the user-suppUed function is in a dynamic 
link hbrary. 



4. (Original) The computerized method for creating an instrumented executable 
file as in claim 1, v/herein the user-supphed function is not exported during compilation. 

5. (Original) The computerized method for creating an instrumented executable 
file as in claim 1, wherein the original function and the user-supplied function have identical 
prototypes. 

6. (Original) The computerized method for creating an instrumented executable 
file as in claim I, where the user-supplied function is stored in a module that is separate firom the 
executable file. 
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7. (Previously presented) The computerized method for creating an 
instrumented executable file as in claim 1, wherein modifying the executable file is performed 
using user-specified set points, 

8. (Original) The computerized method for creating an instrumented executable 
file as in claim 7, wherein modifying the executable file further comprises determining whether 
the original function implements the thiscall calling convention, and when the determination is 
positive, adding instructions to the executable file to perform: 

pushing the register that holds the 'this' pointer onto the stack from the invoked 
original function site when the deieraiining indicates tihat the function implements a thiscall 
calling convention; and 

swapping the return value of the invoking original function on the stack and the 
register that holds the 'this' pointer value on the stack when the determining indicates that the 
function implements a thiscall calling convention. 

9. (Previously presented) The computerized method for creating an 
mstrumented executable file as in claim 7, wherein modifying the executable file further 
comprises enabhng the user-supplied function to invoke the original fimction in the executable 
file. 

1 0. (Original) The computerized method for creating an instmmented executable 
file as in claim 9» wherein enabling the user-supplied function to invoke the original function in 
the executable file further comprises: 

adding a jump in the user-supplied function to a function that retrieves the address 
of the original function; and 

adding a jump in the user-supplied-function that invokes the original function 
using the address of the original function. 

1 ] - (Original) The computerized method for creating an instrumented executable 
file as in claim 1, further comprising enabling the user-supplied function to alter behavior. 
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12. (Original) The computerized method for creating an instrumented executable 
file as in claim 1 ) , wherein enabling the user-supplied function to alter behavior is performed in 
response to data. 

13. (Original) The computerized method for creating an instrumented executable 
file as in claim 12. wherein the data js retrieved from an initialization file. 

14. (Original) The computerized method for creating an instrumented executable 
file as in claim 1, wherein the retaining further comprises: 

saving the address of an original fiinction in a threaded local storage variable; and 
creating an entry in a fimction lookup table associating the address of the original 

function with the name of the original fimction, wherein the fimction lookup table is in the 

instrumented executable file, 

15. (Currently amended) A computerized method for executing an instrumented 
executable file comprising: 

modifying the instrumented executable file to invoke a user-supplied function in 
place of an original fimction, the user-supplied function enablin g injoctinfi a fault simulation 
code to control execution of iete the original function e x e cutabl e fil e^ the user-supplied function 
having a jump to the original function; 

saving the address of the original function in a threaded local storage variable; 

and 

invoking the user-supplied function using the address. 

1 6. (Original) The computerized method for executing an instrumented 
executable file as in claim 1 5, fiirther comprising creating a master lookup table at initialization 
wherein the master lookup table associates the base address of the instrumented executable file to 
the address of a function lookup table in the instrumented executable file. 
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1 7. (Original) The computerized method for executing an itistnimented 
executable file as in claim 15: 

wherein original fanction is in a dynamic link library; and 
wherein the saving and the invoking is performed by a stub function of the 
original function, the stub function being located in the instrumented executable file. 

1 8. (Original) The computerized method for executing an instrumented 
executable file as in claim 15: 

wherein original function is embedded in the instrumented executable file; and 
wherein the saving and the invoking is performed by the original fimction. 

1 9. (Original) The computerized method for executing an instnunented 
executable file as in claim 15, further comprising invoking the original function from within the 
user-supplied fiinction using the threaded local storage variable. 

20. (Original) The computerized method for executing an instrumented 
executable file as in claim 19> wherein invoking the original function fiuther comprises: 

pushing the register that holds the 'this' pointer onto the stack fi-om the invoked 
original function site when the determining indicates that the function implements a thiscall 
calling convention; and 

swapping the return value of the invoking original function on the stack and the 
register that holds the 'this' pointer value on the stack when the determining indicates that the 
function implements a thiscall calling convention. 

2 1 - (Currently amended) A computerized method for instrumenting an imported 
fiuiction in an executable file for testing by callers of the imported function, the method 
comprising: 

adding a wrapper of the imported function to an irapon data block; 
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adding a stub function for the iinpoTted function wherein the stub function 
comprises an instniction that saves the address of the imported function to a threaded local 
storage variable and replaces an access to the imported function with an access to a the 
user-supplied function, the user-supplied function enablin g iniocting a fault simulation code to 
control execution of ifite the stub functioTi e xecutabl e fil e; and 

adding an entry in a function lookup table of the imported function. 

22. (Previously presented) The computerized method for instrumenting an 
imported function in an executable file as in claim 21, the method further comprising: 

determining if the prototype of the imported function is correctJy specified; and 
indicating an error when the determining indicates an incorrectly specified 
prototype of the imported function, 

23. (Currently amended) A computerized method for instrumenting an embedded 
function in an executable file for testing by callers of the embedded function, the method 
comprising: 

modifying the embedded flmction to invoke a user-supplied function in place of 
the embedded function using a wrapper, the user-supplied function enablin g inj e cting a fault 
simulation code to control execution of mte the embedded function executabl e fil e; and 

adding an entry in a function lookup table of the address of the embedded 

function, 

24. (Original) A computerized method for instrumenting an embedded function 
in an executable file as in claim 23, wherein the redirecting is accomplished by an instruction 
that causes a jump to the user-suppjied function, 

25. (Original) A computerized method for instrumenting an embedded function 
in an executable file as in claim 23, the method further comprising: 

determining whether the prototype of the embedded function is correctly 

specified; and 
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indicating an error when the determining whether the prototype of the embedded 
function is correctly specified indicates an incorrectly specified prototype of the embedded 
function. 

26. (Original) A computerized method for instrumenting an embedded function 
in an executable file as in claim 23, wherein the fimction lookup table i$ in the executable file. 

Claim 27 (Cancelled) 

28. (Currently amended) A computerized system comprising: 

means for modifying an executable file to invoke a user-supplied function in place 
of an original fimction^ the user-supplied function enablin g inj e ctipg a fault simulation code to 
control execution of ifite the original function executable file ; and 

means for retaining access information of the original function, the access 
information enabling the user-supplied function to invoke the original function. 

29. (Cun^emly amended) A computerized system comprising: 

an executable file having a call to an original function, the original function 
having an identity comprising a name and a parameter prototype; 

means for modifying the executable file to invoke a user-suppKed function in 
place of an original function, the user-supplied function enablin g inioctina -a fault simulation 
code to control execution of tme the original function cxooutablo file ; and 

means for configuring the user-supplied function to retrieve stored access 
information of the original function. 

30. (Currently amended) A computerized system comprising: 

an executable file having a jump to an original function, the original function 
having an identiiy comprising a name and a parameter prototype; 

a first software component having a user-supplied function tliat includes a jump to 
the original function; and 
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a second software component for: 

receiving the identity of the original function; 

receiving the identity of the nser-supplied function; 

instrumentiiig the executable file by modifying the executable file to invoke the 
identity of the user-supplied function in place of the identity of the original function, the 
identity of the user-supplied function enablin g inj e cting a fault simulation code to control 
execution of ^ete the original fiinction oxocutablc file ; and 

storing the original function address in the executable file in association with the 
name of the original instrumented fimciioiL 

3 1 . (CuTxently amended) A computerized system comprising: 
a first module of machine-readable code comprising: 

a call to an original function, the call being directed to a user-supplied 

function; and 

a first data structure associating the identity of the original function with 
the location of the original function; and 

a second module comprising the user-supphed function, linked to the first module 
and a jump to the original function, the user-supplied function enablin g inj e cting a fault 
simulation code to control execution of tBte the original fimction machin e- readabl e cod e, 

32. (Original) The computerized system as in claim 31, 

wherein the first data structure comprises a function lookup table readily available 
for verifying that the threaded local storage variable contains the correct original instnimented 
function address; and 

wherein the second module comprises a dynamic linked hbrary. 

33 . (Original) The computerized system as in claim 3 1 , further comprising a 
second data structLu^ associating the location of the first data structure with the location of the 
first module. 
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Claims 34-35 (Cancelled) 

36. (Currcntly amended) A computer-readable medium having computer-executable 
instructions to cause a computer to perfomi a method comprising: 

modifying an executable file to invoke a user-supplied function in place of an 
original function, the user-supplied function enablin g inj e cting - a fault simularion code to control 
execution of iste the original function oxooutoblo fil e; and 

retaining access infomiation of the original function, the access information 
enabling the user-supplied function to invoke the original function. 

Claims 37-40 (Cancelled) 

41. (Currently amended) A computer-implemented method for configuring an 
executable file, the executable file having an access to an original function, the computer- 
implemented method comprising; 

replacing the access to the original functjon with an access to a user-supplied 

function; and 

retaining access information associated with the original function, the access 
information enabling the user-supplied function to invoke the original function, the user-supplied 
function enablin g inj e cting a fault simulation code to control execution of mte the original 
function Qxocutabl ^ fil e. 

42. (Previously presented) The computer-implemented method of Claim 41 , 
further comprising configuring the user-supplied function to invoke the original function using 
the access information associated with the original function. 

43. (Previously presented) The computer-implemented method of Clahn 41, 
wherein replacing the access to the original fimction with the access to the user-supplied function 
is performed by modifying the executable file- 
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44, (Previously presented) The coroputer-implemented method of Claim 41 , 
wherein replacing the access to the original function with the access to the user-supplied function 
is perfoimed by modifying set points stored in a computer-readable medium separate from the 
executable file. 

45, (Previously presented) The computer-implemented method of Claim 41 , 
wherein retaining access information associated with the original function includes saving the 
address of the original function. 

46. (Previously presented) The computer- implemented method of Claim 41 , 
wherein retaining access information associated with the original function includes associating 
the name of the original function with the address of original function using a function lookup 
table. 

47. (Previously presented) The computer-implemented method of Claim 46, 
further comprising invoking tlae original function using the function lookup table. 
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